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ABSTRACT 

Cloud computing refers to the delivery of computing services over the internet, such as storage, 

servers, databases, software, and analytics. These services are provided by cloud service providers, who 

maintain and manage the underlying infrastructure, including servers, storage, and networking 

equipment.  

Cloud computing allows users to access these services from anywhere with an internet connection, 

without the need to own or maintain physical hardware or infrastructure. This can help businesses and 

individuals save money and increase efficiency, as they can scale their computing resources up or down 

as needed, pay only for what they use, and rely on the expertise of the service provider to manage the 

underlying infrastructure. Secure data transmission and detection of attacks are important aspects of 

ensuring the confidentiality, integrity, and availability of data in a cloud environment. In this survey, we 

will discuss some of the techniques and methods that can be used for secure data transmission and attack 

detection in the cloud. 
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INTRODUCTION   

Cloud computing refers to the delivery of computing services over the internet, such as 

storage, servers, databases, software, and analytics. These services are provided by cloud service 

providers, who maintain and manage the underlying infrastructure, including servers, storage, and 

networking equipment. 

Cloud computing allows users to access these services from anywhere with an internet 

connection, without the need to own or maintain physical hardware or infrastructure. This can 

help businesses and individuals save money and increase efficiency, as they can scale their 

computing resources up or down as needed, pay only for what they use, and rely on the expertise 

of the service provider to manage the underlying infrastructure. 

http://bharatpublication.com/current-issue.php?jID=29/IJAE


International Journal of Advanced Engineering                                                     ISSN: 2457-0397 

 

Vol. 1, Issue II, Jan-Mar, 2018                                        http://bharatpublication.com/current-issue.php?jID=29/IJAE 

           

 

19 

 

BHARAT PUBLICATION 

There are several types of cloud computing services, including public clouds, private clouds, 

and hybrid clouds. Public clouds are open to the public and can be used by anyone who wants to 

use them, while private clouds are dedicated to a single organization and are typically used for 

internal purposes. Hybrid clouds combine elements of both public and private clouds and are used 

by organizations that need to balance the benefits of both. 

Some of the key benefits of cloud computing include flexibility, scalability, cost savings, and 

increased reliability and security. However, there are also potential risks and challenges, such as 

data security and privacy concerns, vendor lock-in, and potential service disruptions. 

CLOUD COMPUTING DEPLOYMENT MODELS   

There are four main cloud computing deployment models: 

 

Public Cloud: In this model, the cloud infrastructure is owned and operated by a third-party 

cloud service provider, and it is made available to the general public or a large industry group 

over the Internet. The public cloud model is the most common type of cloud deployment model, 

and it offers scalability, flexibility, and low costs. 

 

Private Cloud: In this model, the cloud infrastructure is dedicated to a single organization, and it 

is operated either on-premises or by a third-party provider. A private cloud offers more control, 

security, and customization than a public cloud, but it can be more expensive and complex to 

manage. 

 

Hybrid Cloud: In this model, a combination of public and private cloud infrastructure is used, 

allowing an organization to optimize their workload placement and data storage. Hybrid cloud 

deployments can provide the benefits of both public and private clouds, such as scalability, 

flexibility, control, and cost-effectiveness. 

 

Community Cloud: In this model, the cloud infrastructure is shared among a group of 

organizations with similar requirements and concerns. A community cloud can be managed by 

the organizations themselves or by a third-party provider, and it offers the benefits of a private 

cloud with the added advantage of sharing the costs and expertise among multiple organizations. 

 

 
a. Cloud Deployment models 
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CLOUD SERVICE MODELS   

A cloud service model refers to a particular way of providing computing resources and 

services over the internet. It typically involves a cloud provider offering computing resources, 

such as servers, storage, and applications, to users on a subscription basis. 

There are three main cloud service models: Infrastructure as a Service (IaaS), Platform as a 

Service (PaaS), and Software as a Service (SaaS). Each of these models offers different levels of 

abstraction and control to users. 

Cloud service models are often compared to traditional on-premises IT infrastructure. With on-

premises infrastructure, organizations own and manage their own servers, storage, and networking 

equipment. In contrast, with cloud service models, organizations outsource the management of 

their infrastructure to a cloud provider, who is responsible for maintaining the physical hardware 

and providing access to computing resources and services over the internet. This can often lead to 

increased efficiency, flexibility, and cost savings, as organizations can scale up or down their 

usage of cloud resources as needed, without having to purchase and manage their own hardware. 

There are three main cloud service models:  

Infrastructure as a Service (IaaS): IaaS provides users with access to virtualized computing 

resources such as servers, storage, and networking components. With IaaS, the cloud provider is 

responsible for the physical infrastructure, while users manage their own operating systems, 

applications, and data. 

Platform as a Service (PaaS): PaaS offers users a complete development and deployment 

environment in the cloud. PaaS providers manage the underlying infrastructure and operating 

systems, while users focus on developing and deploying their applications. This model is 

particularly useful for developers who want to focus on building and deploying applications, 

rather than managing infrastructure. 

Software as a Service (SaaS): SaaS provides users with access to software applications that are 

hosted in the cloud. With SaaS, users do not have to worry about managing the underlying 

infrastructure, operating systems, or applications. Instead, they can simply access the software 

application through a web browser or other interface. 

Each cloud service model offers different benefits and trade-offs, depending on the specific 

needs of the user. IaaS offers the most flexibility and control, but requires more technical 

expertise to manage. PaaS offers a complete development and deployment environment, but may 

be less customizable than IaaS. SaaS provides the most convenience, but may have limited 

customization options.  
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b. Cloud Service  models 

DETECTING ATTACKS IN THE CLOUD ENVIRONMENT   

Detecting attacks in the cloud environment requires a multi-layered approach that takes into 

account various factors that can indicate a potential security breach. Here are some steps that can 

be taken to detect attacks in the cloud environment: 

Monitor network traffic: Use tools such as intrusion detection systems (IDS) and intrusion 

prevention systems (IPS) to monitor network traffic for anomalies and suspicious activities. This 

can help detect attacks such as port scanning, denial of service attacks, and other types of 

network-based attacks. 

Use log analysis: Log analysis can be used to detect abnormal behavior in the cloud 

environment. Log data can be collected from various sources, including operating systems, 

applications, and network devices. Analyzing log data can help detect potential security breaches 

and provide insight into the root cause of the breach. 

Implement behavioral analysis: Behavioral analysis involves analyzing user behavior and 

system behavior to detect anomalies that may indicate a potential attack. Machine learning and 

artificial intelligence (AI) can be used to detect patterns of behavior that are not typical and may 

indicate an attack. 

Use threat intelligence: Threat intelligence can be used to detect potential security breaches by 

providing real-time information on known threats and vulnerabilities. This can help security 

teams take proactive measures to mitigate risks before an attack occurs. 

Conduct regular vulnerability assessments: Conducting regular vulnerability assessments can 

help identify potential security risks in the cloud environment. Vulnerability assessments can be 

automated or conducted manually and should be conducted on a regular basis to ensure that all 

potential risks are identified and addressed. 

By implementing these measures and having a comprehensive security strategy, organizations 

can improve their ability to detect and respond to attacks in the cloud environment. 
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SECURE DATA TRANSMISSION AND DETECTION OF ATTACKS 

Secure data transmission and detection of attacks are important aspects of ensuring the 

confidentiality, integrity, and availability of data in a cloud environment. In this survey, we will 

discuss some of the techniques and methods that can be used for secure data transmission and 

attack detection in the cloud. 

Encryption: Encryption is the process of converting plaintext into ciphertext using a 

cryptographic algorithm. It is an essential security mechanism in a cloud environment as it helps 

to protect data from unauthorized access, interception, and theft.  This helps to protect the data in 

transit from unauthorized access. Some popular encryption algorithms are AES, RSA, and DES. 

In a cloud environment, encryption can be applied in several ways, including: 

a.   Encryption of data at rest: This involves encrypting data while it is stored on the cloud 

provider's servers. This helps to protect data from being accessed or stolen by hackers or 

malicious insiders who may gain access to the cloud provider's servers. 

b.    Encryption of data in transit: This involves encrypting data while it is being transmitted 

between the cloud provider's servers and the client device. This helps to protect data from 

being intercepted and stolen by attackers who may attempt to intercept data as it travels 

across the network. 

c.   End-to-end encryption: This involves encrypting data at both ends of the communication, i.e., 

on the client device and on the cloud provider's servers. This helps to protect data from being 

accessed or stolen by anyone, including the cloud provider and attackers who may gain 

access to the cloud provider's servers. 

d.  Application-level encryption: This involves encrypting data at the application level, which 

means that the application itself handles encryption and decryption. This helps to ensure that 

data is protected even if the cloud provider's security measures are compromised. 

Virtual Private Network (VPN): VPNs provide a secure connection between the client and the 

server over the internet. This helps to protect the data from interception by unauthorized users. 

VPNs use encryption and authentication to secure the connection. 

Virtual Private Networks (VPNs) can be used in cloud environments to provide secure access 

to cloud resources from remote locations. A VPN creates a secure tunnel between the client 

device and the cloud environment, allowing the client device to access cloud resources as if it 

were on the same network as the cloud environment. Here are some of the benefits of using a 

VPN in a cloud environment: 

a.   Secure access: A VPN provides a secure way to access cloud resources, as all traffic between 

the client device and the cloud environment is encrypted. This helps to prevent unauthorized 

access and interception of data. 
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b.   Remote access: A VPN allows users to access cloud resources from remote locations, such as 

from home or while traveling. This can increase productivity and flexibility, as employees 

can work from anywhere with an internet connection. 

c.   Cost-effective: A VPN can be a cost-effective way to provide remote access to cloud 

resources, as it eliminates the need for expensive dedicated lines or leased lines. 

d.   Scalability: A VPN can be easily scaled up or down as per the organization's needs, as it does 

not require any physical infrastructure. 

e.   Compatibility: VPNs can be used with various cloud services, such as Infrastructure as a 

Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS), making it a 

versatile solution for different cloud environments. 

 

Secure Socket Layer (SSL) and Transport Layer Security (TLS): SSL and TLS are 

cryptographic protocols used to secure data transmission over the internet. They use encryption 

and digital certificates to ensure that data is transmitted securely between the client and the server. 

  In a cloud environment, SSL and TLS can be used to secure data in transit and to protect 

against eavesdropping, tampering, and other attacks. 

SSL is the predecessor to TLS, and it has been largely replaced by the newer TLS protocol. 

TLS is the successor to SSL, and it provides improved security and performance over SSL. TLS 

is now the most commonly used protocol for securing communication over the internet. 

In a cloud environment, SSL/TLS can be used to secure various services, such as websites, 

APIs, and email servers. Here are some of the benefits of using SSL/TLS in a cloud environment: 

1. Secure communication: SSL/TLS provides a secure way to transmit data over the internet, as 

all traffic between the client and the server is encrypted. This helps to protect against 

eavesdropping and tampering. 

2. Authentication: SSL/TLS provides a way to authenticate the server to the client, which helps to 

prevent man-in-the-middle attacks. 

3. Trust: SSL/TLS provides a way to establish trust between the client and the server, as the 

SSL/TLS certificate is issued by a trusted third-party certificate authority. 

4. Compliance: Many compliance standards, such as PCI DSS and HIPAA, require the use of 

SSL/TLS to secure data in transit. 

 

Intrusion Detection and Prevention System (IDPS): An IDPS is a software or hardware device 

that monitors network traffic for signs of malicious activity. It can detect and prevent attacks such 

as DDoS attacks, malware infections, and unauthorized access. 

An Intrusion Detection and Prevention System (IDPS) is a security mechanism that is used to 

detect and prevent unauthorized access to computer systems and networks. In a cloud 
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environment, an IDPS can be used to detect and prevent intrusions into cloud services and 

applications. Here are some of the benefits of using an IDPS in a cloud environment: 

1.  Detection: An IDPS can detect various types of attacks, such as port scanning, denial of 

service (DoS) attacks, and malware infections. This helps to identify potential security threats 

before they cause damage. 

2.  Prevention: An IDPS can prevent attacks by blocking traffic from known malicious sources or 

by alerting administrators to take action. 

3.  Response: An IDPS can provide real-time alerts and notifications to administrators in the 

event of an attack. This helps to facilitate a rapid response and minimize the impact of the 

attack. 

4.  Compliance: Many compliance standards, such as PCI DSS and HIPAA, require the use of an 

IDPS to monitor and protect against unauthorized access. 

5.  Scalability: An IDPS can be easily scaled up or down as per the organization's needs, making 

it a versatile solution for different cloud environments. 

 

Firewall: A firewall is a network security device that monitors and controls incoming and 

outgoing traffic based on a set of predefined rules. It helps to prevent unauthorized access to the 

network and can be used to detect and prevent attacks. 

A firewall is a security mechanism that is used to control and filter network traffic. In a cloud 

environment, a firewall can be used to protect cloud resources from unauthorized access and to 

prevent attacks from reaching cloud services and applications. Here are some of the benefits of 

using a firewall in a cloud environment: 

1.   Protection: A firewall can protect cloud resources from unauthorized access and prevent 

attacks from reaching cloud services and applications. This helps to prevent data breaches and 

other security incidents. 

2.   Control: A firewall can provide granular control over network traffic, allowing administrators 

to define rules for allowing or blocking traffic based on various criteria, such as IP addresses, 

ports, protocols, and application types. 

3.  Compliance: Many compliance standards, such as PCI DSS and HIPAA, require the use of a 

firewall to protect against unauthorized access and to control network traffic. 

4.  Scalability: A firewall can be easily scaled up or down as per the organization's needs, making 

it a versatile solution for different cloud environments. 

5.  Visibility: A firewall can provide visibility into network traffic, allowing administrators to 

monitor and analyze traffic patterns and identify potential security threats. 
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Authentication and Access Control: Authentication is the process of verifying the identity of a 

user, while access control is the process of determining what actions a user can perform. Both of 

these techniques help to prevent unauthorized access to data and resources in the cloud. 

Authentication and access control are critical security mechanisms in a cloud environment. 

They help to ensure that only authorized users have access to cloud resources and services. Here 

are some of the key considerations for implementing authentication and access control in a cloud 

environment: 

1.  Identity management: An identity management system is used to manage user identities, 

including authentication and authorization. In a cloud environment, it is important to use a 

centralized identity management system to ensure that users are properly authenticated and 

authorized to access cloud resources. 

2.  Multi-factor authentication (MFA): MFA is a security mechanism that requires users to 

provide additional verification, such as a security token or biometric information, in addition 

to a password. MFA can provide an additional layer of security in a cloud environment, 

especially for sensitive resources and services. 

3.  Role-based access control (RBAC): RBAC is a security model that allows administrators to 

define roles and permissions for users based on their job responsibilities. RBAC can help to 

ensure that users only have access to the resources and services that they need to perform their 

job duties. 

4.  Least privilege: Least privilege is a security principle that states that users should only have 

the minimum level of access necessary to perform their job duties. In a cloud environment, it 

is important to implement least privilege to minimize the risk of unauthorized access to cloud 

resources. 

5. Auditing and logging: Auditing and logging are important for tracking user activity and 

detecting potential security incidents. In a cloud environment, it is important to implement 

auditing and logging to monitor user activity and identify potential security threats. 

 

Security Information and Event Management (SIEM): SIEM is a software solution that 

provides real-time analysis of security alerts generated by network hardware and applications. It 

helps to detect and respond to security threats and attacks in the cloud. 

Security Information and Event Management (SIEM) is a security mechanism that is used to 

collect, monitor, and analyze security events and alerts from various sources in a network or 

system. In a cloud environment, SIEM can be used to detect and respond to security incidents and 

threats that may impact cloud resources and services. Here are some of the benefits of using 

SIEM in a cloud environment: 

1.  Centralized logging and monitoring: SIEM provides a centralized platform for logging and 

monitoring security events and alerts across multiple cloud services and applications. This 

helps to provide a comprehensive view of security incidents in the cloud environment. 
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2.  Real-time detection: SIEM can detect security incidents and threats in real-time, allowing for a 

rapid response and mitigation of potential security threats. 

3.   Advanced analytics: SIEM can use advanced analytics and machine learning to identify 

patterns and anomalies in security event data. This can help to identify potential security 

threats that may go unnoticed by traditional security mechanisms. 

4.   Compliance: Many compliance standards, such as PCI DSS and HIPAA, require the use of 

SIEM to monitor and analyze security events and alerts. 

5.   Scalability: SIEM can be easily scaled up or down as per the organization's needs, making it a 

versatile solution for different cloud environments. 

In conclusion, secure data transmission and attack detection are crucial for ensuring the 

security and privacy of data in the cloud. By using a combination of techniques such as 

encryption, VPN, SSL/TLS, IDPS, firewall, authentication and access control, and SIEM, 

organizations can create a secure and robust cloud environment that can withstand cyber threats 

and attacks. 

STATISTICS RELATED TO DATA TRANSMISSION ATTACKS 

Data transmission attacks in cloud environments can have significant impacts on the 

confidentiality, integrity, and availability of data. Here are some statistics related to data 

transmission attacks in cloud environments:  

a.    In 2017, the Cloud Security Alliance (CSA) published a report on the top threats to cloud 

computing, which included data breaches and data loss as significant risks. 

b.    A study by McAfee in 2017 found that 93% of organizations were using some form of cloud 

service, but only 23% had implemented appropriate security measures. 

c.    A report by Symantec in 2016 found that cloud-related cyber-attacks had increased by 45% 

over the previous year. 

d.    In 2015, the U.S. Office of Personnel Management (OPM) suffered a major data breach that 

exposed sensitive personal information of over 21 million individuals, which was stored on a 

cloud-based system. The breach was attributed to a lack of security measures and 

mismanagement of cloud resources. 

e.    In 2014, a vulnerability in the widely-used OpenSSL encryption protocol called "Heartbleed" 

was discovered, which impacted many cloud-based systems and put sensitive data at risk of 

interception and theft. 

These examples demonstrate that data transmission attacks in cloud environments were already a 

significant concern prior to 2018, and highlight the importance of implementing strong security 

measures to protect against such attacks. 

 

http://bharatpublication.com/current-issue.php?jID=29/IJAE


International Journal of Advanced Engineering                                                     ISSN: 2457-0397 

 

Vol. 1, Issue II, Jan-Mar, 2018                                        http://bharatpublication.com/current-issue.php?jID=29/IJAE 

           

 

27 

 

BHARAT PUBLICATION 

Attack Description Year Impact 

AWS S3 

Outage 

Due to a configuration error, a 

large portion of Amazon Web 

Services' S3 cloud storage service was 

disrupted, causing downtime and 

issues for many websites and web 

services that relied on the platform. 

2017 Financial loss and 

reputational damage for 

affected companies and 

AWS. 

Target 

Data 

Breach 

Attackers gained access to 

Target's payment system through a 

vulnerability in a third-party vendor's 

cloud services, resulting in the theft of 

personal and payment information of 

over 40 million customers. 

2013 Financial loss and 

reputational damage for 

Target and its customers. 

Dropbox 

Data 

Breach 

An attacker used stolen employee 

credentials to gain access to a 

Dropbox account containing sensitive 

customer information, resulting in a 

data breach affecting millions of 

users. 

2012 Financial loss and 

reputational damage for 

Dropbox and its users. 

Sony 

Pictures 

Data 

Breach 

Attackers gained access to Sony 

Pictures' systems, including cloud-

based services, and stole sensitive 

information including emails, 

employee data, and unreleased 

movies. 

2014 Financial loss, 

reputational damage, and 

embarrassment for Sony 

Pictures, as well as 

potential national security 

implications. 

 

CONCLUSION 

Ensuring secure data transmission and detecting attacks in a cloud environment is critical for 

maintaining the confidentiality, integrity, and availability of cloud resources and services. There 

are various security mechanisms that can be implemented in a cloud environment, such as 

encryption, VPN, SSL/TLS, IDPS, firewall, authentication and access control, and SIEM. 

Encryption and VPN can be used to secure data transmission between cloud resources and 

users, while SSL/TLS can provide secure communication between web applications and users. 

IDPS and firewall can detect and prevent potential attacks and unauthorized access to cloud 

resources, while RBAC and least privilege can provide access control to ensure that only 

authorized users have access to resources and services. 

SIEM provides a centralized platform for collecting, monitoring, and analysing security events 

and alerts, which can help to detect and respond to security incidents and threats in real-time. 

Implementing these security mechanisms in a cloud environment can help to provide a strong 

security posture and protect cloud resources and services from potential security threats. 
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However, it is important to ensure that these security mechanisms are properly configured and 

regularly reviewed and updated to remain effective and up-to-date in addressing evolving security 

threats. With a comprehensive and proactive approach to security, organizations can ensure that 

their cloud environment is well-protected against potential security threats and can enjoy the 

benefits of cloud computing with confidence. 
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